MFA How to update your account when you get a new phone

Using the Microsoft Authenticator app on your smart phone is the most
convenient way of using GEICO's Azure MFA process. When you replace your
phone with a new one, you'll have to delete the previous Microsoft
Authenticator sign-in method from your account and go through the
registration process again. This article will detail the process.

Connect to "My Sign-ins"

While connected to the GEICO network, use IE, Chrome, or Edge and navigate
to: https://mysignins.microsoft.com

6 & https://mysignins.microsoft.com

& HOME | GNIE X |
File Edit View Favorites Tools Help

This may prompt you to pick an account. If so, select your email account. If
your account is not listed, select “Use another account”, enter your full GEICO
email address, then select "Next".
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https://mysignins.microsoft.com/
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Pick an account

Tison, David
rﬁ‘] DTison@geico.com
Connected to Windows

—I— Use another account

When your account loads, select “Security info”.

This may initiate a sign-in approval request. If it does, you won't be able
approve with Authenticator yet, since it isn't set up on your new phone. Select
"I can’t use my Microsoft authenticator app right now" or “Sign In Another
Way". If you aren't prompted for a sign in approval, skip ahead to Delete and
re-add Authenticator.
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O We've sent a ndtfication 1o your mobie device.
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Welcome to GEXO! l
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GEICO.

gaugustine@geica.com

Approve sign in request

e Open your Authenticator app, and enter the
number shown to sign in.

29

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

GEICO.

gaugustine@geico.com

We didn't hear from you

We sent an identity verification request to your
Microsoft Authenticator app, but we didn’t hear from
you in time. View details

Send another request to my Microsoft Authenticator
app

Having trouble?

Enter a security code from your Microsoft account or
authenticator app instead

If you can't use an app right now get a code a
different way.

More information

More information
Cancel

In the "Verify your identity" window, select your phone number. Note that
your number is masked except for the last two digits. You'll receive a call at
the number you set up previously (your cell or work number). Answer the call
and select the pound key on your keypad to verify your identity. The "Security
Info" tab will now complete loading.

GEICO.

dtison@geico.com

Verify your identity

6 Approve a request on my Microsoft
Authenticator app

@ Use a verification code from my mobile
app

% ICall <X XO00000KKES

Cancel

XX65

Welcome to GEICO!

Delete and re-add Authenticator

In the "Security Info" section, locate the entry "Microsoft Authenticator and
select the "Delete" option. Select "OK" to confirm your choice.
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My Sign-Ins

82 Overview
I& Security info
B3 Organizations
L1 Devices

8 Privacy

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Microsoft Authenticator - notification Change

-+ Add method

% Phone

Q,) Office phone
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(@ Microsoft Authenticator |} SM-F700U

Change Delete

Enable two-step verification

,/ Delete

Select the "Add method" option. In the "Add a method" window, select
"Authenticator app" from the drop list, then select the "Add" button.
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ﬁ Privacy

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Microsoft Authenticator - notification Change

&t Add method |

%‘ Bhone Add a method

% Office phone

Which method would you like to add? p verification

>4 ige Delete

Choose 3 method

/ \
{Authenticator app,\
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Alxerr\at?phcne
Email

Office phone

Add a method X

Which method would you like to add?

Authenticator app I

’ Cancel |IQEEEL )

When the Microsoft Authenticator window is displayed. Don't select the
"Next" button yet. Go to your smart phone.
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Microsoft Authenticator X

Start by getting the app
~\ > =
o On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next”.
- | want to use 3 different authenticator app

Cancel

On your Smartphone

If you haven't already, download and install “Microsoft Authenticator” from

the Apple App Store or Google Play Store onto your Smartphone. Google Play
is used in this example.

PRSP S

@ Search for "authenticator"”

Plg y Store & authenticator 'ﬁ“a% and select Microsoft
| Authenticator from the results

4.0+ % 4.5+ % _giivémium
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Open the Google Play |

or Apple App Store on
your Smart Phone

Pa® - iviicrosoft Authenticator
Microsoft Corporation * Business
47% |
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9 Authenticator

Microsoft Corporation
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. Install and open the
application

Uninstall
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Now open the “Microsoft Authenticator” on your Smartphone. Make the
following selections when the app opens:

o Select "I Agree" when presented with the "Microsoft respects your

privacy" message.
o Select “Skip" when presented with multiple options in the "Peace of

mind..." message.
o Select the "Add account” when presented with the "Let's add your first

account!" message
§ Skip
=
|6| .

Peace of mind for your digital life Let's add your first account!

Secure your accounts with multi-factor

authentication

B > QR code
»  Scan o QR code
P DD DL DPDLPDIPLIPIDLSLIPLS P BB DL DDLDLPDIPIPILPLLIL

Continued...

« Select "Work or school account”.

o Select "Scan a QR code".

« When prompted, select “Allow” to give the app permissions to access
your phone’s camera. (Required to capture the upcoming QR code).

The phone will go into QR scanning mode.
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Add work or school

WHAT KIND OF ACCOUNT ARE YOU ADDING?

account
P —

{ \
=. Personal account \gg Scan a QR,.tode
e . -
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.. {/ \ S. =
| | Work or school account ) 1gnin
L -~

Other (Google.%acabook. etc)

P DL LLLPLLPLPLLLLLL,

CANCEL

On your computer

Allow Authenticator to take
pictures and record video?

—

( N\
DENY fALLOW }
_—

Now we select the "Next" button we didn't select above in the Microsoft
Authenticator window displaying the text "Start by getting the app". Select the
"Next" button in the following window as well.

Microsoft Authenticator

N\

2

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose “Next”

| want to use a different authentxcator app

Microsoft Authenticator

Set up your account

If prompted. allow notifications. Then add an account, and select "Work or school”,

>,
\

Scan the QR code. The Authenticator application on the phone may display an
"App lock enabled" message on the phone Select the "OK" button. On the
computer, select the "Next" button.
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Microsoft Authenticator X

Scan the QR code
Use the Microsoft Authenticator app to scan the QR code. This will connect A
app with your account. App lock enabled

To better protect Authenticator, we've
After you scan the QR code. choose "Next". enabled app lock by default, To turn it

off, go to the app settings.

Scan the QR code with-
your phone. After

successfully scanning it,
select the "Next" button.

Can't scan image?

Almost done

Microsoft will automatically conduct a test by sending a notification to the
Authenticator app on your phone. Select "Approve" on your pone when
prompted, then select the "Next" button you your computer.

Microsoft Authenticator

Let's try it out

v/ -

Approve the notification we're sending to your 3pp.

One last thing

Now that you have the Authenticator set up on your new phone, we'll want to
ensure that it's the default verification method for your account. Back at the
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"My Sign-ins" page on the computer, your default sign-in method should be
"Microsoft Authenticator - notification”. If it isn't, select the "Change" option.
In the "Change default method" window, select "Microsoft Authenticator -
notification" from the drop list, then select the "Confirm" button.

Microsoft Authenticator

© Notfication approves

v
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